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1 Introduction 

The Public Transport Ticketing CorporationÕs (PTTC) current focus is on procuring an 
electronic ticketing system (ETS) for the greater Sydney metropolitan area.  The ETS will 
operate on trains, buses and ferries, and is likely to be based on a contact-less smartcard 
that will act as an electronic purse (ePurse) from which fares can be deducted and Òtopped 
upÓ as needed. 

The ETS will be managed by a vendor that, among other things, will issue smartcards to 
commuters. 

This Privacy Management Plan (PMP) updates the PTTCÕs Privacy Management Plan of 
January 2007, and sets out: 

!  how the PTTC will handle personal information it currently holds, which primarily 
relates to its staff, consultants and contactors, and 

!  how the PTTC will manage the privacy requirements for the ETS. 

The PMP gives effect to the PTTCÕs obligations under the Privacy and Personal Information 

Protection Act 1998 NSW (PPIPA), the Health Records and Information Privacy Act 2002 

NSW (HRIPA) and the Privacy Act 1988 Commonwealth.  It includes an overview of the 
governance arrangements, policies and procedures explaining how personal information is 
protected, used, disclosed and disposed of. 

In the period since the development of the 2007 PMP, the PTTC has undergone a number of 
changes.  In January 2008, the PTTC terminated the contract with Integrated Transport 
Solutions Limited (ITSL) (a subsidiary of ERG Limited) to provide an integrated ticketing 
system for NSW.  In June 2008, the NSW Government gave in principle approval for the 
PTTC to procure a new electronic ticketing system for the greater Sydney region.  These 
changes resulted in the re-development of some of the PTTCÕs privacy management 
processes, and they are reflected in this PMP. 

Currently the PTTC holds, and will continue to hold, a relatively small amount of personal 
information.  When the PTTC enters into a contract with a vendor, that vendor will handle 
large amounts of personal information about smartcard holders.  The privacy of the 
information of smartcard holders is important to the PTTC and that privacy will be given due 
consideration at all times. 
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2 About the PTTC and the Privacy Management 
Plan  

2.1 About the PTTC 

The PTTC is a statutory authority of the NSW Government and was established in 2006 
under the Transport Administration Act 1988 (the Act).   

As outlined in the Act, the PTTCÕs objectives are:  

!  to provide ticketing and fare payment services to public transport operators in the 
State; 

!  to promote and facilitate the integration of ticketing products and fare payment 
systems for public transport in the State; 

!  to be a successful business; 

!  to exhibit a sense of social responsibility; 

!  to conduct operations in compliance with the principles of ecologically sustainable 
development; and 

!  to exhibit responsibility with regard to the regional development and 
decentralisation. 

The PTTCÕs principal functions are: 

!  to establish and maintain a ticketing and fare payment system for the public 
transport commuters and participating transport operators in the State; and 

!  to control and manage any funds within the ticketing and fare payment system that 
represent unused prepaid fares. 

The PTTCÕs role is to procure the ETS and, when a contract with a vendor has been 
signed, to manage the implementation of the ETS by that vendor. 

2.2 About the Privacy Management Plan 

The Privacy Legal Framework 

As a NSW Government agency, the PTTC must comply with PPIPA, which requires a 
public sector agency to have a PMP (section 33).  The requirements for a PMP are set out 
in Appendix A. 

PPIPA includes 12 Information Protection Principles (IPPs) that govern the way in which 
NSW public sector agencies, statutory bodies and local councils can collect, store, use, 
disclose, allow access to, and dispose of personal information.  

In addition to PPIPA, NSW public sector agencies must also comply with HRIPA, 
wherever applicable.  HRIPA includes a number of Health Privacy Principles (HPPs) and 
specifically deals with the collection, storage, use, access and disclosure of personal 
health information. 

Appendix B sets out a summary of the IPPs and Appendix C a summary of the HPPs.  It is 
also likely that the ETS vendor will have some obligations under the Commonwealth 
Privacy Act. 

Personal Information 

PPIPA and HRIPA both define Personal Information as: 

“information or an opinion (including information or an opinion forming part of 

a database and whether or not recorded in a material form) about an 
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individual whose identity is apparent or can reasonably be ascertained from 

the information or opinion”.    

Both PPIPA and HRIPA exclude Òinformation or an opinion about an individualÕs suitability 
for appointment or employment as a public sector officialÓ from the definition of personal 
information.  As a result, the IPPs and the HPPs may not apply to some aspects of a 
selection process; the PTTC will, however, continue to handle personnel information 
appropriately. 

Health information is a specific type of personal information, and includes personal 
information that is information or an opinion about the physical or mental health or 
disability of an individual. 

Health information also includes personal information that is information or an opinion 
about a health service provided, or to be provided, to an individual; an individualÕs express 
wish about the future provision of health services to him or her; other personal information 
collected in connection with the donation of human tissue; or genetic information that is or 
could be predictive of the health of an individual or their relatives or descendants. 

These definitions apply regardless of the form in which the information is held and include 
paper and electronic records, photographs, video recordings, etc.  A person does not 
need to be directly named for information to be considered to be their personal 
information.  It is enough if their identity can Òreasonably be ascertained from the 
information or opinionÓ. 

In the context of this PMP, trip details that could be linked by a card number to an 
individual because that individual has registered the card are considered personal 
information even when held separately from the individualÕs details. 

Both PPIPA and HRIPA contain a range of exemptions from their provisions.  These 
include exemptions for law enforcement and other public interest purposes. 

2.3 Scope of the Privacy Management Plan 

This PMP indicates how the PTTC will meet its statutory obligations in the management of 
personal information and covers: 

!  the review and, if necessary, revision of policies and procedures to ensure their 
compliance with PPIPA and HRIPA; 

!  the dissemination of those policies and procedures within the PTTC; 

!  procedures to be adopted for internal reviews (under Part 5 of the PPIPA); and  

!  the approach the PTTC will take to ensure that the establishment and planning of 
the ETS includes a consideration of the PTTCÕs, and the ETS vendorÕs, privacy 
obligations. 

Consistent with the PTTCÕs current role and focus, the PMP is intended primarily to give 
guidance to PTTC staff about the requirements of PPIPA and HRIPA and to assist them in 
meeting the PTTCÕs compliance obligations in handling personal information as they 
undertake the procurement and implementation of the ETS. 

2.4 Development of the Privacy Management Plan 

The focus of this PMP is on developing the PTTCÕs approach to privacy in light of the 
changes undergone by the PTTC since early 2008.  The steps taken in developing this 
plan were to: 

!  identify the nature of personal information that the PTTC currently holds, its policies, 
procedures and governance arrangements; 

!  consider whether the current arrangements ensure compliance with PPIPA and 
HRIPA; and 
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!  consider the nature of personal information that may be collected by the ETS 
vendor and identify the range of privacy issues that could arise. 

This PMP will be reviewed as the ETS project evolves. 

2.5 Responsibility for the Privacy Management Plan  

Overall responsibility for privacy at the PTTC resides with the General Counsel.  The 
responsibility for day-to-day management has been delegated to the Privacy Contact 
Officer (PCO), who is located in the Legal Services Group. 

The PCO is the first point of contact for privacy matters, including complaints, requests for 
amendment of records and requests for internal reviews.  The PCO is responsible for 
reporting privacy matters to the NSW Privacy Commissioner, and for preparing relevant 
statistical information and a statement of activities undertaken in compliance with PPIPA 
for the PTTCÕs annual report. 
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3 The Proposed ETS 

The procurement process for the ETS involves an Expression of Interest (EOI) stage and a 
Request for Proposal (RFP) stage, commercial contract negotiations in the second half of 
2009 and awarding of contract in the first quarter of 2010. 

The ETS will apply to public transport services provided by RailCorp, the State Transit 
Authority, Sydney Ferries and metropolitan and outer-metropolitan private bus operators.  
The ETS is envisaged to be a contact-less smartcard based electronic ticket that would 
function as an ePurse and could be used on any of the transport services included in the 
system.  The correct fare would be automatically deducted from the value stored on the card. 

The proposed ETS will be easy to use, reliable and improve coordination within and across 
different modes of public transport.  It will offer simple and convenient fare payment, 
discounts for frequent travel and honour concessions for travel on public transport. 

Other expected features of the ETS, as currently envisaged, are: 

!  a tag-on/tag-off feature to support distance-based fares with capacity to vary fare levels 
according to criteria such as customer type, time of day, location and frequency of 
travel; 

!  ability to record fare payment data for clearing, settlement and to be able to collate trip 
details for transport planning purposes; 

!  minimisation of use of cash within the public transport system; and  

!  provision of a means to support the prevention of fare evasion and fraud. 

Some features of the ETS which may impact on the collection and handling of personal 
information about commuters are noted below.  These features may change as the ETS 
project evolves, including as a result of privacy impact assessments or following community 
consultation: 

!  following the RFP evaluation process, the PTTC envisages entering into a contract with 
a vendor, which may be a private sector organisation; 

!  the ETS vendorÕs role will include providing equipment and smartcards, issuing 
smartcards, collating trip details and managing payments to the public transport 
operators.  The ETS vendor will collect some personal information about commuters 
who choose to register their smartcard to support refunds or to access other customer 
services; 

!  information about trip details, identified by smartcard number, will be transmitted to the 
ETS vendor who will manage payments to public transport operators; 

!  commuters will have the option of either registering reusable smartcards which will 
allow them to apply for refunds if the card is lost, stolen or surrendered, or purchasing 
anonymous smartcards which may be reusable or disposable; 

!  commuters will be able to purchase smartcards through a number of channels 
including customer service centres, by phone or over the internet; 

!  commuters will be able to add value to registered and unregistered smartcards in a 
number of ways including by automatic deductions from a debit or credit account, over 
the internet, through a call centre or by using cashless value-add devices; and 

!  concession fares will continue to be available, with concession status being established 
by a government agency, for example, Centrelink. 
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4 The ETS Project and Privacy 

The ETS project will involve collection of personal information and this may have privacy 
implications.  Some general privacy issues that may arise include: 

!  where a commuter elects to provide personal information for a registered smartcard, 
the extent of personal information that may be collected; 

!  security of the storage of personal information that may be collected; 

!  the ETS project results in an electronic record of all trips and, where this can be linked 
to an individualÕs personal details, they may lose the opportunity to travel anonymously 
on public transport if they have a registered smartcard; 

!  personal information, including about trip details, may be retained for extended periods; 

!  the information on the face of the card may reveal personal information about the 
individual, or make it useful as a means of identification in other circumstances if the 
cardholder elects to register and personalise their card; 

!  personal information held by the ETS vendor, in particular, about trip details, may be 
used for other purposes, for example for law enforcement, private investigations or for 
research; 

!  there may be inherent security or other privacy risks in the technology used resulting in 
fraudulent duplication of a smartcard; and 

!  the selected ETS vendor organisation does not comply with the privacy law, which may 
be the Privacy Act 1988 (Commonwealth) if it is a private sector organisation. 

The extent to which any of the privacy issues noted above arise will depend on how the ETS 
project evolves and the mitigating strategies put in place to manage the issues. 
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5 The ETS Privacy Management Strategy 

The PTTC considers that the best means for managing privacy issues as they emerge is to 
have a sound privacy management strategy for the ETS project.  It proposes to develop a 
privacy management strategy that includes: 

!  the privacy principles that govern the way the ETS is designed, built and implemented 
include the minimum collection of personal information, the opportunity to travel 
anonymously, and allow for trip details and other information about commuters to be 
held separately; 

!  the privacy criteria it expects the ETS vendor to address being included in the contract 
signed with that vendor; 

!  ensuring that all those involved in the design, build and implementation of the ETS are 
aware of their obligations under PPIPA, HRIPA and the privacy principles; 

!  identifying privacy issues, and possible mitigation strategies, as the ETS project 
develops (this includes identifying when a privacy impact assessment might be 
warranted); 

!  an issues management and communications strategy to govern relationships with the 
wider community in order to ensure that the PTTCÕs commitment to privacy is well 
known and understood in the wider community, and 

!  the development of an effective privacy management process for the operational phase 
of the ETS, including Privacy Audit as part of the standard practice. 
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6 Nature of Personal Information Held 

As noted earlier the PTTC holds limited personal information.  The table below gives an overview of the personal information held and the 
PTTC staff roles and responsibilities in relation to privacy. 

Table 1. Nature of Personal Information Held 

Group Personal Information Needed for the Role or Function Role in Handling the Personal Information 

CEO and 
Board 

Nil Setting the strategic vision for the PTTC and ensuring appropriate 
risk management strategies are in place.  Overall responsibility for 
privacy governance, including through the Audit and Risk 
Committee. 

General 
Counsel 

Nil Responsible for privacy legal compliance, freedom of information 
and probity.  Develops relevant organisation policies, training staff 
in privacy issues, investigating privacy complaints and undertaking 
internal reviews. 

Program 
Management 

The PTTC will have high level monitoring and authorised access to 
the personal information held by the ETS vendor. 

The ETS vendor is likely to collect personal information of the 
following types whenever a smartcard is registered: 

!  full given and family name; 

!  identifiers, for example date of birth; 

!  mailing address, either residential or post box; 

!  contacts, such as phone and fax numbers, and email addresses; 

!  concession status (pensioner, child, student, disability, etc) 
where applicable; 

!  cardholderÕs school or college, where eligible for free or 
concession student travel; and 

!  direct debit details (BSB and account number for transaction 
accounts or credit card details) for registration.  

The ETS vendor will also collect information about trip details, 
identified by a number of parameters including smartcard number, 
transport carrier, date, time, locations and balances. 

Ensuring project design, vendor selection and the ETS 
implementation is consistent with privacy obligations and values of 
the PTTC. 

Working with the PTTC to identify privacy issues and to design 
and build the ETS to provide optimal privacy outcomes. 

Compliance with the relevant privacy law. 

Managing personal information held as a result of the operations 
of the ETS. 
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Group  Personal Information Needed for the Role or Function  Role in Handling the Personal Information  

Corporate 
Services 

The PTTC collects personal information about its staff, employees 
and contractors to manage the relationships with those individuals. 

Human Resources holds recruitment and personnel information 
including selection reports, CVs, professional qualifications, personal 
information including contact details, next of kin, contracts, file notes 
on performance, etc. 

Finance holds personal information about pay levels, contract 
details, bank accounts, etc. 

Managing personal information needed for personnel functions 
including meeting specific obligations under PPIPA and HRIPA. 

 

 

 

Managing personal information needed for payroll functions 
including meeting specific obligations under PPIPA and HRIPA. 

Strategy Nil The ETS governance framework, developing and implementing 
the Board approved Corporate Plan, continuing stakeholder 
engagement and developing strategies to ensure customer focus 
including customer research and communications policy. 
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7 Management of Personal Information  

This section sets out how the PTTC will handle any personal information it holds directly, 
noting that personal information currently held relates primarily to information about the 
PTTCÕs staff.  The extent of personal information held is limited although some of the 
information held is sensitive because it relates to the health or performance of individuals.   

The PTTCÕs staff includes permanent public sector employees, secondments from other 
agencies, temporary skill hire contractors and recruitment agency contractors.  In some 
cases, the PTTC holds only limited information.  In other cases, it holds a detailed personnel 
file.  

Information held by the PTTC is either in hard copy or on its electronic records management 
system called ÒObjectiveÓ or a combination of both.  The PTTC also has a service level 
agreement with the Ministry of Transport (MOT); under that agreement MOT provides certain 
shared services to the PTTC (such as IT and payroll) and the PTTC has adopted a number of 
MOT policies. 

As the PTTC evolves through the various phases of the ETS project, it will continue to 
develop and implement a range of additional policies and procedures that will guide the way 
it does business.  This will include reviewing its policies and procedures to ensure that they 
provide sufficient information and direction to staff in relation to their privacy obligations. 

7.1 Current PTTC Privacy Policies and Procedures  
Table 2.  Current PTTC Privacy Policies and Procedures  

Area  Issues for the PTTC  Relevant Polic ies and 
Procedures  

Collection Ensure procedures, forms, information 
in place to collect only relevant personal 
information, and that staff are given 
appropriate information about privacy 
rights and obligations. 

The PTTC Code of Conduct and 
procedures for employing new staff.  

Security and 
Storage 

Staff personal information is held 
securely whether in hard copy or 
electronically, accessed only for 
relevant and authorised purposes (as 
needed to carry out the PTTCÕs role and 
functions) and disposed of securely.  

The PTTCÕs Code of Conduct, Dignity 
and Respect Policy, Email Policy, 
Records Management Policy, Clean 
desk and computer security. 
 
The MOT IT security policy. 

Access and 
Accuracy 

Staff are aware of their rights to access 
their personal information held by the 
PTTC and that the PTTC has a clear 
process to respond to such requests. 

Freedom of Information Act 1989, 
procedures for employing new staff and 
check list for employing new staff. 

Use Ensure that staff personal information is 
not used inappropriately. 
Ensure that accurate personal 
information is used to make decisions or 
to contact staff or to pay them. 

The PTTCÕs Code of Conduct.  
Managing sick leave guidelines. 

Disclosure Ensure that staff personal information is 
not provided to third parties without the 
prior consent of staff. 

The PTTCÕs Code of Conduct 
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7.2 Dissemination of Privacy Policies within the PTTC 

The PTTCÕs approach to privacy as set out in this PMP, and the supporting policies and 
procedures, are available to staff on the PTTC Intranet.  The PMP will also be discussed 
with staff, as required.  As relevant, induction and other training will include information 
about privacy policies and procedures. 

7.3 Compliance with the Information Protection Principles 

Responsibility for compliance with the IPPs and the HPPs rests with the PTTCÕs General 
Counsel.  General Counsel is also responsible for the development and oversight of the 
PMP and for ensuring that agreed actions are completed.  General Counsel is also 
responsible for handling requests under the Freedom of Information Act 1989 or 
complaints or requests for internal review under PPIPA and HRIPA. 

The PTTCÕs general approach to compliance with the IPPs and the HPPs includes: 

! ensuring appropriate governance arrangements are in place; 

! ensuring managers and other key staff are aware of their obligations under PPIPA 
and HRIPA and that they are appropriately trained; 

! ensuring that the relevant policies and procedures are developed and 
communicated to staff; 

! ensuring that complaint handling processes are appropriate and accessible; and 

! undertaking regular compliance reviews. 

To ensure that it will be able to discharge the privacy obligations, the PTTC has appointed 
a PCO, whose role is to: 

! periodically monitor compliance with the PTTCÕs privacy obligations and promptly 
report non-conformance to senior management; 

! monitor complaints, assess and address systemic issues which may arise in relation 
to privacy; 

! regularly review and update the PTTCÕs PMP and related documentation; 

! develop new procedures, as applicable, to deal with the changes in the source and 
content of information falling under the control of the PTTC or the ETS vendor; and 

! be the primary point of contact for requests for access to the personal information 
held by the PTTC. 

The PTTC will review the PCOÕs role description to ensure that it is current and 
appropriate. 

7.4 Privacy Training  

The PTTC will undertake privacy training needs analysis to assess staff knowledge of 
privacy obligations, decide on staff training priorities and the nature of that training.  Staff 
involved in the procurement of the ETS will be an early priority in this process. 

The PTTCÕs polices and procedures, including those relating to privacy, will form the basis 
of all staff induction, training and daily operations on authorised access to use and 
disclose personal information.  Relevant staff will be trained to understand their privacy 
obligations and the communityÕs expectations. 

7.5 Regular Review and Updating 

This PMP, training and communication programs and related policies and procedures will 
be regularly reviewed for:  

! continuing relevance and updating in light of legislative changes; 
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!  system specification changes; 

!  technology developments; 

!  customer and operator feedback; 

!  complaints received; 

!  media commentaries; and 

!  special interest group concerns. 

7.6 Compliance Risk Assessments  
At least once each year all arrangements concerning the protection of privacy and 
personal information will be assessed for compliance with the legislation.  These 

assessments will be undertaken by experts, as may be necessary. 

7.7 Annual Compliance  
The PTTC will each year set out in its annual report a statement that: 

!  an up-to-date PMP exists; 

!  all aspects of the document have been complied with; and 

!  all privacy complaints have been reported, investigated and acted upon. 
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8 Complaint Handling and Internal Reviews  

The PTTC follows the approach set out below in relation to complaints and internal reviews.  

The PTTC intends to review this process, including ensuring that its procedures incorporate 
complaints handling generally in conformance with the requirements of AS4269.  Complaints 

received of a privacy nature either directly or by referral from Privacy NSW will be handled in 

accordance with the provisions of PPIPA, including the review procedures set out in section 
53.  Section 53 of PPIPA is set out in Appendix D. 

A register will be maintained of all written complaints received and their outcome, for 

consideration during regular review and updating of this PMP. 

8.1 Applicatio n Forms for Internal Review  
The PTTC has developed an application form based on the form recommended by 
Privacy NSW.  The first part of this form will be completed by the individual making the 

complaint and the second part will be completed by the PTTC.  This application form is 

attached in Appendix E. 

8.2 Notif ications to Privacy NSW  
The PTTC’s Privacy Contact Officer will:  

!  notify the Privacy Commissioner on receipt of an application for internal review; 

!  provide the application to the designated senior PTTC officer for review; 

!  provide the Privacy Commissioner regular updates during the internal review of that 
complaint; and 

!  inform the Privacy Commissioner of the findings of the internal review and details of 

the proposed action. 

8.3 Conduct of Internal Reviews  
A designated senior officer of the PTTC will conduct an internal review, considering all 

relevant material supplied by the applicant and all relevant material supplied by the 

Privacy Commissioner.  The internal review will be completed as soon as reasonably 

practicable and in any event within 60 days from the date of receipt of the complaint. 

On completion of the internal review, the reviewing officer will recommend that the PTTC 

do one or more of the following: 

!  take no further action; 

!  make a formal apology; 

!  take appropriate remedial action; 

!  give an undertaking that the conduct will not recur; and/or 

!  implement measures to prevent recurrence of the conduct. 

8.4 Notif ications to Applicants  
As soon as practicable after completion of the review (or in any event within 14 days), the 

PTTC’s PCO will notify the applicant in writing of the following: 

!  findings of the review; 

!  the reasons for the findings; 

!  the action proposed to be taken; 

!  the reasons for the proposed action; and 
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!  the applicantÕs right to have the findings, and the reasons for the findings, reviewed 
by the Administrative Decisions Tribunal. 

8.5 Records of Complaints and Reviews  
The PTTCÕs PCO will record statistical information about the number of internal review 
requests received.  This information shall be used in the preparation of the PTTCÕs annual 
report. 
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9 Contact Details 

For further information about the PTTC or the PMP, please contact: 

Privacy Contact Officer 
Public Transport Ticketing Corporation 
Level 20, 456 Kent St 
Sydney NSW 2000 
 
Telephone: 02 9263 2565 
Fax:  02 9263 2577  
Website: www.pttc.nsw.gov.au/index.html 
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Appendix A Requirements for PMP 
PPIPA Section 33 Preparation and Implementation of the Privacy Management Plans:  

(1) Each public sector agency must prepare and implement a privacy management plan 
within 12 months of the commencement of this section. 

(2) The privacy management plan of a public sector agency must include provisions 
relating to the following:  

(a) the devising of policies and practices to ensure compliance by the agency with the 
requirements of this Act or the Health Records and Information Privacy Act 2002 , 
if applicable,  

(b) the dissemination of those policies and practices to persons within the agency,  

(c) the procedures that the agency proposes to provide in relation to internal review 
under Part 5,  

(d) such other matters as are considered relevant by the agency in relation to privacy 
and the protection of personal information held by the agency.  

(3) The annual report of each public sector agency must include:  

(a) a statement of the action taken by the agency in complying with the requirements 
of this Act, and  

(b) statistical details of any review conducted by or on behalf of the agency under Part 
5.  

(4) An agency may amend its privacy management plan from time to time.  

(5) An agency must provide a copy of its privacy management plan to the Privacy 
Commissioner as soon as practicable after it is prepared and whenever the plan is 
amended.  

(6) The regulations may make provision for or with respect to privacy management plans, 
including exempting certain public sector agencies (or classes of agencies) from the 
requirements of this section. 
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Appendix B Information Protection 
Principles 

The 12 Information Protection Principles (IPPs) are set out in sections 8 to 19 of PPIPA.  They are 
legal obligations which describe what a NSW government agency must do when it collects, stores, 
uses, discloses and disposes of personal information.  In some cases, Government agencies do 
not have to follow one or more of the IPPs, for example when information is being used for law 
enforcement purposes. 

The 12 IPPs are: 

Collection 

1. Lawful Ð personal information must be collected for a lawful purpose.  It must also be 
directly related to the agencyÕs activities and necessary for that purpose. 

2. Direct Ð the personal information must be collected directly from the person, unless he or 
she has given their consent otherwise.  Parents and guardians can give consent for minors. 

3. Open Ð the person must be informed that the information is being collected, why it is being 
collected and who will be storing and using it.  The person should be told how they can 
access and correct their personal information.  

4. Relevant Ð the personal information collected must be relevant, accurate, up-to-date and 
not excessive.  The collection should not unreasonably intrude into a personÕs personal 
affairs. 

Storage 

5. Secure Ð the personal information must be stored securely, not kept any longer than 
necessary, and disposed of appropriately.  It should be protected from unauthorised 
access, use or disclosure. 

Access 

6. Transparent Ð the person must be provided with details about what personal information is 
stored, why it is stored and the personÕs rights of access to that personal information. 

7. Accessible Ð the person must be provided access to their personal information without 
unreasonable delay and expense. 

8. Correct Ð the person must be allowed to update, correct or amend their personal 
information where necessary. 

Use 

9. Accurate Ð agencies must make sure that personal information is accurate before using it. 

10. Limited Ð agencies can only use personal information for the purpose for which it was 
collected or for a directly related purpose or for a purpose to which a person has given their 
consent.  Personal information can also be used without a personÕs consent in order to deal 
with a serious and imminent threat to any personÕs health or safety. 

Disclosure 

11. Restricted Ð personal information can only be disclosed with the personÕs consent or by 
telling them at the time that the personal information was collected that it would be 
disclosed.  Personal information can also be disclosed if the disclosure is for a related 
purpose and the agency forms a view that the person concerned wouldnÕt object to such 
disclosure. 

12. Safeguarded Ð sensitive personal information cannot be disclosed without obtaining the 
personÕs prior consent:: for example information about ethnic or racial origin, political 
opinions, religious or philosophical beliefs, health or sexual activities or trade union 
memberships.  Sensitive personal information without a personÕs consent can only be 
disclosed in order to deal with a serious and imminent threat to any personÕs health or 
safety. 
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Appendix C  Health Privacy Principles  
There are 15 Health Privacy Principles (HPPs) in HRIPA.  They are legal obligations 

describing what organisations (NSW public and private sector) must do when they collect, 
hold, use, disclose and dispose of health information.  However, in some cases, 

organisations do not have to follow one or more of the HPPs.  

The 15 HPPs are: 

Collection  

1. Lawful  – the health information must be collected for a lawful purpose.  It must also 

be directly related to the organisation’s activities and necessary for that purpose.  

2. Relevant  – the organisation must ensure that the health information is relevant, 
accurate, up to date and not excessive.  The collection should not unreasonably 

intrude into a person’s personal affairs.  

3. Direct  – the health information must be collected directly from the person, unless that 

is unreasonable or impracticable. 

4. Open  – the person must be told why the health information is being collected, what 

will be done with it, and who else might see it.  The person must also be told how they 

can see and correct the health information and any consequences of them not 
providing it. 

Even if an organisation collects health information about an individual from someone else, 

reasonable steps must be taken to ensure that they are aware of their legal obligations, as 
described above. 

Storage  

5. Secure  – the health information must be stored securely, not kept any longer than 

necessary, and disposed of appropriately.  It should also be protected from 
unauthorised access, use or disclosure. 

Access and Accuracy  

6. Transparent  – the person must be provided with details about what health 
information is stored about them, why it is stored and their access rights. 

7. Accessible  – the person must be allowed to access the health information without 

unreasonable delay or expense.  

8. Correct  – the person must be allowed to update, correct or amend their health 

information, where necessary. 

9. Accurate  – the organisation must make sure that the health information is relevant 

and accurate before using it. 

Use 

10. Limited  – the health information can be used for the purpose for which it was 

collected, or a directly related purpose that a person would expect. Otherwise it can 
only be used with the person’s consent (unless one of the exemptions in HPP 10 

applies). 

Disclosure  

11. Limited  - the health information can be disclosed for the purpose for which it was 
collected, or a directly related purpose that a person would expect.  Otherwise it can 

only be disclosed with the person’s consent (unless one of the exemptions in HPP 11 

applies). 
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Identifiers and Anonymity  

12. Not identified  Ð an organisation can only give a personÕs identification number if it is 
reasonably necessary to carry out their functions efficiently.  

13. Anonymous  Ð a person is entitled to receive health services anonymously, where 
ever this is lawful and practicable. 

Transfers and Linkage  

14. Controlled  Ð the health information can only be transferred outside New South Wales 
in accordance with HPP 14.  

15. Authorized  Ð the health information can only be included in a system to link health 
records across more than one organisation if a person gives express consent to this. 
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Appendix D  Complaints and Internal 
Reviews  

PPIPA Section 53 Internal review by public sector agencies:  

(1) A person ("the applicant") who is aggrieved by the conduct of a public sector agency is 
entitled to a review of that conduct.  

(2) The review is to be undertaken by the public sector agency concerned.  
(3) An application for such a review must:  

(a) be in writing, and  
(b) be addressed to the public sector agency concerned, and  
(c) specify an address in Australia to which a notice under subsection (8) may be 

sent, and  
(d) be lodged at an office of the public sector agency within 6 months (or such later 

date as the agency may allow) from the time the applicant first became aware of 
the conduct the subject of the application, and  

(e) comply with such other requirements as may be prescribed by the regulations.  
(4) Except as provided by section 54 (3), the application must be dealt with by an individual 

within the public sector agency who is directed by the agency to deal with the 
application.  That individual must be, as far as is practicable, a person:  

(a) who was not substantially involved in any matter relating to the conduct the 
subject of the application, and  

(b) who is an employee or officer of the agency, and  
(c) who is otherwise suitably qualified to deal with the matters raised by the 

application.  

(5) In reviewing the conduct the subject of the application, the individual dealing with the 
application must consider any relevant material submitted by:  

(a) the applicant, and  
(b) the Privacy Commissioner.  

(6) The review must be completed as soon as is reasonably practicable in the 
circumstances.  However, if the review is not completed within 60 days from the day on 
which the application was received, the applicant is entitled to make an application 
under section 55 to the Tribunal for a review of the conduct concerned.  

(7) Following the completion of the review, the public sector agency whose conduct was 
the subject of the application may do any one or more of the following:  
(a) take no further action on the matter,  
(b) make a formal apology to the applicant,  

(c) take such remedial action as it thinks appropriate (e.g. the payment of monetary 
compensation to the applicant),  

(d) provide undertakings that the conduct will not occur again,  
(e) implement administrative measures to ensure that the conduct will not occur 

again.  

(7A) A public sector agency may not pay monetary compensation under subsection (7) if:  
(a) the applicant is a convicted inmate or former convicted inmate or a spouse, 

partner (whether of the same or the opposite sex), relative, friend or an associate 
of a convicted inmate or former convicted inmate, and  

(b) the application relates to conduct of a public sector agency in relation to the 
convicted inmate or former convicted inmate, and  
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(c) the conduct occurred while the convicted inmate or former convicted inmate was a 
convicted inmate, or relates to any period during which the convicted inmate or 
former convicted inmate was a convicted inmate.  

(8) As soon as practicable (or in any event within 14 days) after the completion of the 
review, the public sector agency must notify the applicant in writing of:  
(a) the findings of the review (and the reasons for those findings), and  
(b) the action proposed to be taken by the agency (and the reasons for taking that 

action), and  
(c) the right of the person to have those findings, and the agencyÕs proposed action, 

reviewed by the Tribunal.  
 



Privacy Management | Plan 

  26 

Appendix E  Privacy Complaint Form  
See Privacy Complaint Form. 

 

 

 


